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Van encryption unit performing the encryption process using the key selected by said key 
management unit. 

2. (Once Amended) The apparatus according to claim 1 , wherein said key management 
unit managesva group key as the common key to be shared in a group of a plurality of electronic 
data storage apparatuses. 

3. (Once Amended) The apparatus according to claim 1 , wherein: 
a main electronic data storage apparatus exists in the group; 
said encryption unit of said main electronic data storage apparatus generates an 

individual key of each elect^nic data storage apparatus in the group using an individual key of 
the apparatus to which said management unit belongs; and 

said generated individually is distributed to each electronic data storage apparatus 
J belonging to the group. 




4. (Once Amended) The apparatus according to claim 2, wherein: 
a main electronic data storage apparatus exists in the group; 

said encryption unit of said main electronic data storage apparatus generates a group 
key to be shared in the group using an individual key of the apparatus to which said 
management unit belongs; and 

said generated group key is distributed to ekph electronic data storage apparatus 
belonging to the group. 

5. (Once Amended) The apparatus according to blaim 2, wherein: 
a main electronic data storage apparatus exists in tt^group; 

said encryption unit of said main electronic data storagfe apparatus generates a group 
key to be shared in the group with a key preliminarily assigned \ 

as the individual key to said main electronic data storage apparatus associated with a 
new key externally specified; and 

said generated group key is distributed to each electronic data Storage apparatus 
belonging to the group. 

6. (Once Amended) The apparatus according to claim 2, wherein: 
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a main electronic data storage apparatus exists in the group, and an electronic data 
storage and management apparatus for managing respective main electronic data storage 
apparatuses in a plurality of groups exists; 

iid encryption unit of said electronic data storage and management apparatus 
generates^ individual key of each of said main electronic data storage apparatuses using an 
individual keVof the apparatus to which said management unit belongs; and 

said generated individual key is distributed to each of said main electronic data storage 
apparatuses. 




7. (Once Amended) The apparatus according to claim 2, wherein said key 
management unit managers, in addition to said group key as the common key, a public key for 
use in transmitting electronic data to and receiving it from an electronic data storage 
apparatus belonging to a group different from a group of the electronic data storage apparatus 
to which said management unit \elongs. 



9. (Once Amended) The apparatus according to claim 1 , wherein: 

said encryption unit generates tne individual key with a key preliminarily set before use 
of the apparatus to which said management unit belongs with a new externally specified key; 
and 

said key management unit manages theNjenerated individual key. 

10. (Once Amended) The apparatus according to claim 1 , wherein said key 
management unit manages, in addition to the individuaKkey and the common key, a master 
key to be shared by all electronic data storage apparatuse 



11. (Once Amended) The apparatus according to claim\10, wherein: 
said encryption unit generates the individual key by encrypting information identifying 
the apparatus to which said management unit belongs using the master key; and 
said key management unit manages the generated individual ke\ 



12. (Once Amended) The apparatus according to claim 11 , wherein, 
a main electronic data storage apparatus exists in a group of a plurality^ electronic data 
storage apparatuses; 
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said encryption unit of said main electronic data storage apparatus generates a group 
key\s the common key by encrypting information identifying the group using the generated 
individual key; and 

^aid generated group key is distributed to each electronic data storage apparatus 
belonging\to the group. 

13. (Once Amended) The apparatus according to claim 1, wherein: 

a hierarchical structure of electronic data storage apparatuses is designed as having a 

group of a plurality^ electronic data storage apparatuses as one hierarchical level; and 

said key management unit manages a group key as the common key depending on the 

hierarchical level of the^qroup containing the electronic data storage apparatus to which said 

management unit belongs 



14. (Once Amended) The apparatus according to claim 13, wherein: 
in the hierarchical structure of the electronic data storage apparatuses, an electronic 
data storage and management apparatus for managing electronic data storage apparatuses in 
a lower order group exists in a group atypne level higher than the lower order group; 

said encryption unit of said electronic data storage and management apparatus 
generates a group key for the lower order gnsjup using the individual key of the apparatus to 
which said management unit belongs; and 

said generated group key is distributed to Vie electronic data storage apparatuses in 
the group at one level lower. 




15. (Once Amended) A method of managing electronic data in an electronic data 
storage apparatus in a hierarchical structure having a groupspf a plurality of electronic data 
storage apparatuses as one hierarchical level, comprising: 

re-encrypting, by a first electronic data storage apparatusVi one hierarchical level of 
the hierarchical structure, data encrypted using an individual key wrKch is unique to and stored 
in the apparatus, using a higher order group key corresponding to thexiierarchical level, and 
transmitting the re-encrypted data to an electronic data storage and management apparatus 
for managing the electronic data storage apparatuses in a group at one hierarchical level 
lower; 

verifying, by s,aid electronic data storage and management apparatus tdr managing a 
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lower group of electronic data storage apparatuses, the received data using the higher order 
Woup key, re-encrypting the received data using the lower order group key corresponding to 
one hierarchical level lower if the received data is correct as a result of the verification, and 
transmitting the received data to a second electronic data storage apparatus in the group at 
oneNJevel lower; and 

\ verifying, by the second electronic data storage apparatus, the received data using the 
lower order group key, re-encrypting the received data using an individual key unique to the 
second electronic data storage apparatus if the electronic data is correct as a result of the 
verification\and storing the re-encrypted received data. 

16. (Once Amended) A method of managing electronic data in an electronic data 
storage apparatus in a hierarchical structure having a group of a plurality of electronic data 
storage apparatuses as one hierarchical level, comprising: 

re-encrypting, by a first electronic data storage apparatus in one hierarchical level of 
the hierarchical structureNdata encrypted using an individual key which is unique to and stored 
in the first electronic data storage apparatus, using a lower order group key corresponding to 
the hierarchical level, and transmitting the re-encrypted data to a lower order group electronic 
data storage and management apparatus for managing the electronic data storage 
apparatuses in the group; 

verifying, by said electronic datastorage and management apparatus for managing a 
lower group of electronic data storage apparatuses, the received data using the lower order 
group key, re-encrypting the received data using the higher order group key corresponding to 
one hierarchical level higher if the electronic ctata is correct as a result of the verification, and 
transmitting the data to a receiving electronic daifc storage apparatus in the group at one level 
higher; \ 

verifying, by the second electronic data storage^apparatus, the received data using the 
higher order group key, re-encrypting the received data using an individual key unique to the 
second electronic data storage apparatus if the electronic o^ta is correct as a result of the 
verification, and storing the re-encrypted received data. 

17. A method of processing electronic data, comprising th& 
storing in a storage unit an individual key unique to an electronic data storage 

apparatus for storing electronic data and a common key shared with another electronic data 
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storage apparatus; 

\ selecting the common key stored in the storage unit as a key to be used when 
communicating electronic data ; 

selecting the individual key to be used when performing an encryption process on data 
to be store\i in the electronic data storage apparatus; and 

performing the communication process or encryption process using the selected key. 

18. (Onoe Amended) The method according to claim 17, wherein; 

said electronic data storage apparatus stores as the common key a group key shared 
in one group of a pmrality of electronic data storage apparatuses; 

re-encrypting/\|Dy a first electronic data storage apparatus, electronic data, encrypted 
using the individual ke\and stored in the first electronic data storage apparatus, using the 
group key, and transmitting the data to a second electronic data storage apparatus ; and 

verifying by the sec^id electronic data storage apparatus, the received electronic data 
using the group key, re-encrypting the received electronic data using the individual key when the 
electronic data is correct according to the result of the verification, and storing the re-encrypted 
received data. 



19. (Once Amended) The method according to claim 17, wherein; 

said electronic data storage apparatus belonging to a group of electronic data storage 
apparatuses stores as the common key a^ublic key of an electronic data storage apparatus 
belonging to another group of a plurality of Electronic data storage apparatuses; 

re-encrypting by a first electronic datastorage apparatus, electronic data, encrypted 
using individual key and stored in the first electronic data storage apparatus using the public key 
and transmitting data to a second electronic data forage apparatus ; and 

verifying by the second electronic data storage apparatus the received electronic data 
using a private key which is a pair member with the public key, re-encrypting the received 
electronic data using the individual key when the electronic data is correct according to the result 
of the verification, and storing the re-encrypted received d^ta. 



Please ADD the following claims: \_ 



22. (New) An electronic data storage apparatus for storiK^ electronic data, comprising: 
key management means for managing an individual key unique to the electronic data 
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storage apparatus to which said key management means belongs, and a common key shared 
with other electronic data storage apparatuses, selecting the individual key when performing an 
encrypting encryption process on electronic data stored in the electronic data storage apparatus 
to which s&d means belongs, and selecting the common key when performing an encryption 
process or when verifying electronic data transmitted to or received from another electronic data 
storage apparatus; and 

encryptionVteans for performing the encryption process using the key selected by said 
key management unit 

23. (New) A computer-readable storage medium for storing the program which directs a 
computer to process electron ns data, comprising of: 

storing in a storage unit an individual key unique to an electronic data storage apparatus 
for storing electronic data and a corh(non key shared with another electronic data storage 
apparatus; 

selecting the common key stored b^the storage unit as a key to be used when 
communicating electronic data; 

selecting the individual key as a key to &e used when performing an encryption process 
on data to be stored in the electronic data storage'apparatus; and 

performing the communication process or the^encryption process using the selected key. 

24. (New) A method of data transmission for a locaj environment and a global 
environment, comprising: 

storing a local encryption key for the local environment elt^d storing a global key for the 
global environment; 

receiving data to be transmitted along with an environment indicator indicating the 
environment of the data transmission; 

selecting one of the local and global encryption keys responsive to\he indicator; 
encrypting the data with the selected one of the keys; and 
transmitting the encrypted data. 



25. (New) A method as recited in claim 24, wherein the local environment cornprises a 
local area network, the global environment comprises the internet, and the indicator is 
address of the data transmission where a local area address indicates the local environment. 
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